Online Safety - Keeping Children
Safe Online

Wednesday 7th February 2024

‘Children have the right to enjoy childhood online, to access
safe online spaces, and to benefit from all the opportunities
that a connected world can bring to them, appropriate to

their age and stage.’
Education for a Connected World




What is Online Safety?

It focuses specifically on eight different aspects of online
education:

1. Self-image and Identity

2. Online relationships

3. Online reputation

4. Online bullying

5. Managing online information
6. Health, wellbeing and lifestyle
7. Privacy and security

8. Copyright and ownership
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Age Ratings

13 year olds and upwards
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o ok appropriate for your child.
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Age Ratings

16 year olds and upwards

The different ratings / classifications that you might

D in see:

e The app developers rating
A self-review by the app developer of what age they would recommend
users should be to use their app.

WhatsApp

smyspace 0 [ ] Apple app StOI‘e
A rating given by Apple based on information provided by the developer
Mspace on several factors including sexual content or violence.

e Google play store
Ratings by Google to help users identify content that isn’t suitable, based
on a questionnaire filled in by the developer.

e Amazon app store
Amazon only accepts family friendly apps, based on developer
information, and rates with categories such as parental guidance.

tumblr. e PEGI ratings

PEGI ratings are based on details supplied by the developer on several
TTTTT factors including violence, sex and bad language.
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Age Ratings

Not suitable for under 18 year olds

How to know if an app is suitable for your
Shinss N\ child

If you're unsure, the best way is to check the ratings for the app, read reviews from other users, and consider
Slbhause Monkey downloading the app or game yourself so that you can see if it is suitable for your child before they play. Look at what
settings are available in the app to help keep your child safe.

6 e YOI. o Look for:

« Content—whatis posted / included and are there any controls to limit the type of content seen. Does a game
Tagged voLo have violent content.

& Contact —who can message them, or who are they playing games with. Can you limit this in the settings.

< n-app purchases — this can be a way of enhancing gameplay or advancing through levels. Look at the settings
to turn off in-app purchases.

# Advertising — consider if the ads that are shown suitable for your child. You can report inappropriate ads to the
ASA.

Meet Me Live.me
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Internetmatters.org

0 How to activate parental controls

If your child uses an Amazon Fire HD tablet, setting up parental controls is a key

part of helping them stay safe online.

L]
lnternet To set up parental controls:

matters.org

Step 1- From your tablet home screen, swipe down from the top and select the

gear icon next to the profile icon. Under Personal, select Parental Controls.

Step 2 - Turn them on by tapping the toggle to on. You must enter your account

password to do this, which can also be changed on this page. Now, you can set

different parental controls

Smartphones and other devices

Select the device from the dropdown Follow these links to learn more or download

list

Screenshot captured this information.
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https://www.internetmatters.org/parental-controls/
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0-5 6-10

With so many websites and apps targeting pre-schoolers find out the As internet use grows, learn about the steps you can make to establish

simple steps, you can take to protect your young children, positive behaviour and how you can teach your child to stay safe.

READ MORE READ MORE

Supporting 6-10-year-olds on

Agree boundaries

Be clear what your child can and can't do online - where
they can use the internet, how much time they can spend
online, the sites they can visit and the type of information
they can share. Agree with your child when they can have

a mobile phone or tablet.

Explore together

The best way to find out what your child is doing online is
to talk with them about what they do and what sites they
like to visit. Ask them to show you or play online games
together to learn about the platforms and teach them

good e-safety habits

Put yourself in control

Install parental controls on your home broadband and any
internet-enabled devices to manage internet safety. Set up.
a user account for your child on the main device they use
and make sure other accounts in the household are
password-protected so that younger children can't access

tham ki ammidant

Stay involved

Encourage them to use their tech devices in a communal

area like the lounge or kitchen so you can keep an eye on

how they're using the internet and also share in their

enjoyment.

Talk to siblings

It's also a good idea to talk to any older children about
what they do online and what they show to younger
children. Encourage them to be responsible and help keep

their younger siblings safe

Search safely

Use safe search engines such as Swiggle or Kids-search
. You can save time by adding these to your ‘Favourites’
Safe search settings can also be activated on Google and

other search engines, ell as YouTut

Check if it's suitable


https://www.internetmatters.org/advice/

Internetmatters.org

Equip yourself and your child online

In each internet safety advice hub, you'll find specific information
about the issue, tips on how to talk about the issue with your child,

°
internet recommended expert resources and practical advice on the

matters.org positive actions you can take. Here is a break down of the main
sections available on each hub:

A -3
Learn about it Protect your child
Familiarise yourself with the issue your child may be facing or that Find tips on how to protect your child from internet safety risks,
you are concerned about in the gaming and social media platforms including how to have positive conversations by keeping the
they use in their downtime. dialogue honest and open,
Deal with it % Resources
Privacy & Identity theft Radicalisation Receive practical tips and advice to deal with the issues your child Explore further resources for reporting online safety issues,
Children are at risk of identity theft just as Children can be introduced to ideas comes across online and learn when it's time to involve police. From accessing parent support and finding communities and spaces to
oo : using parental control settings to having conversations, these help your child have positive online experiences in the gaming and
much as adults, so it's important to online that may be considered extreme 2E 9 g By B P g 5
) - actions will help keep your child safe online social media platforms they use.
ensure they understand the importance and become radicalised, see what you
of personal data privacy. can do to prevent this.

SEE ADVICE HUB SEE ADVICE HUB


https://www.internetmatters.org/issues/

®

Internetmatters.org

L)
internet
matters.org

Apps to support digital wellbeing > Stay active with these apps

| Experiment and
learn together

Build new skills with these apps > See apps for entertainment



https://www.internetmatters.org/resources/apps-guide/
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Childnet

() Childnet

Resources Blog Whoweare Whatwedo Whatyou cando Donate
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G C h I I d n et Teachers & professionals .« Parents & carers .~ Young people + Q

Parents & carers

Have a conversation

Advice and resources to help talk about life
online
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Education from the National Crime Agency B %" v

The National Crime Agency's CEOP Education team aim to help
protect children and young people from online child sexual abuse.

| am:

A professional working with
children and young people

8-10




The National Crime Agency's CEOP Education team aim to help
protect children and young people from online child sexual abuse.

ncerned about your child?  Howtogethelp®  Home Safety Activities ~ #AskTheAwkward @

'm concerned about my child Reporting an incident to CEOP I'd like information and advice on
keeping my child safe

> I'd like information and advice on
> I'm concerned about my child > Reporting an incident to CEOP keeping my child safe



https://www.thinkuknow.co.uk/parents/
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https://www.thinkuknow.co.uk/4_7/

Other Supporting Websites



https://www.nspcc.org.uk/keeping-children-safe/online-safety/talking-child-online-safety/

How can you help at home?

e Know that we all play a part and have a responsibility to keep our
children safe online.

e Ensure parental controls are set-up and appropriate for your
child’s age.

e Talk to your children openly about online safety.

e Beagood digital role-model.

e Always consider the risks for your child - what could they see?
Who might they speak to? How might they behave?

e Don’t allow your child to use an app or game that is not
appropriate just because everyone else is - follow your instincts.

e Monitor their usage.

e Get advice when you need it.



Questions?

Are there any questions.

These could be about sites you have heard about or any of the
subjects I have covered in this session.

Alternatively, if you would like to have a more discreet
conversation I am happy to chat with you at a later date.



